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The processing of personal data concerning
health according to the EU Regulation

. *
Guerino Fares

CONTENT: 1. Personal data concerning health and EU Law: the general framework. — 2.
Conditions justifying the processing of personal data concerning health: Art. 9 of GDPR. —
3. Specific issues in the case law interpretation: omission of processing. — 4. Processing
performed in the absence of legal basis. — 5. Artificial intelligence and data protection:
learning from the Covid-19 experience.

1. Personal data concerning health and EU Law: the general frame-
work

A particularly delicate context underlies the subject of personal data con-
cerning health given the values involved and the relationship between patients,
professionals and healthcare facilities that characterise it.

The legal, technological and social evolution has largely generated interest
in this relationship, as well as in the intimate relation between patients and their
health.

The change in the cultural perspective and the legal paradigm can be per-
ceived in several sectors, of which at least three should be reported.

1. The new awareness of citizens with regard to their health needs, which is
expressed by a longer life expectancy and claims for new care and better and
more modern treatments: in fact, the choice made by many legislators (also at
the constitutional level, see, for example, Art. 117 of the Italian Constitution)
to not only provide minimum levels of healthcare but also more extended ser-
vices than those that are basic is motivated by citizen’s aspiration for demanding
and obtaining something more than the minimum level. The latter implies ser-

*Full Professor of Constitutional Law. Associate Professor of Public Law at Roma 3 University.
Lecturer of Health-Pharmaceutical Law and Administrative Law in the same University. Italian rep-
resentative at the European Network on Health, Law & Bioethics (HeaLab EuroNet). Scientific Di-
rector of Ius & Law Journal.
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vices appropriate to protect patient’s dignity, while essential levels of such heal-
thcare means something more in accordance with the regulator’s willingness.

2. The diverse individual and social awareness of the system of responsibi-
lities. The latter no longer involves just the healthcare operator but also the fa-
cility where professionals work, within a legislative framework that enhances
more than before the standardisation of best practices and the prevention and
management arrangements of the clinical risk.

3. The use of innovative diagnostic and surgical methodologies (telemedi-
cine, medical app, robotic surgery, etc.), on the one hand, and the introduction
and spread of tools for information collection and processing on digital media
(e-health: electronic clinical record, electronic health record, paperless prescrip-
tions, etc.), on the other hand, which impact the arrangements for personal data
protection and the delivery of informed consent forms by the data subject.

In the legal analysis, when health encounters confidentiality, it gives rise to
a cluster of supreme constitutional values and to a summation of absolute ri-
ghts that could be described in terms of the ‘health law of privacy’: the result
is a legislative sub-system, somehow interested by the three new elements pre-
sented above, that is called upon to find a balance between the values of the
protection of health and the protection of personal data.

This dual set of values, gathered in the same field, should therefore aim to-
wards balance and standardisation. Similarly, this is an occasion for the relevant,
mutually influencing mechanisms of action and conceptual and terminological
structures to update and increase the overall level of protection of privacy.

Such a structure of values and interests is required to face the most ad-
vanced boundaries of law and technology; in order to be effectively met, we
need to begin from a concept of strengthened centrality of the patient.

At this point, the notion of ‘patient empowerment’ is relevant. It is used in
medical literature to indicate ‘a philosophy of health care that proceeds from
the perspective that optimal outcomes of health care interventions are achie-
ved when patients become active participants in the health care process. Under
a patient empowerment philosophy, patients and clinicians jointly set goals,
select interventions, and assess outcomes according to mutually-defined pa-
rameters. Employing patient empowerment as an information systems design
philosophy leads to creation of computerized information resources, manage-
ment systems and telehealth innovations in a manner that insures patients’ abi-
lities to participate as full partners in health care’. "

As someone underlined, this notion ‘[express a conceptual and organiza-
tional choice that puts the patients at the center of the care system and process,

I P. Brennan, C. Safran, ‘Report of conference track 3: patient empowerment’, in International Jour-
nal of Medical Informatics (2003) 69 (2-3) 301.
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as the fundamental actors aware of the medical choices of which they are pro-
tagonists]’.

From the perspective of our investigation, we can support the hypothesis of
a transition from ‘patient empowerment’ to ‘patient and data subject empo-
werment’: an extension of the horizon that is useful to understand how the two
core concepts go side-by-side in a logic of circular balancing of the personal
rights.

A further step consists of analysing the approach of the Regulation EU
2016/679 (so-called GDPR) with respect to what we have defined as the
health law of privacy, also known as the framework in the health field for pro-
cessing personal data concerning health.

A necessary preliminary remark is linked to the definitional level: what do
we mean, or should we mean, by data concerning health?

In the first European legislation on the subject, introduced by the so-called
Strasbourg Convention, the essential elements of the definition are clear:? a)
medical data represents a special category of data; b) its automatic processing
is usually prohibited; c) its processing is allowed only under a domestic law
providing appropriate safeguards for the purpose.

The prohibition of processing this kind of data is confirmed in the so-called
Directive on privacy.*

On the content level, the Convention referred to ‘personal data concerning
state of health’, while the Directive mentions this as ‘data concerning health’.

Since health is a person’s status or a human condition, it is obvious that the
difference is slight.

In contrast, the common elements of the two texts are clear: (i) the relation-
nal connotation of the medical data (it is ‘concerning’ health, meaning that it
relates to health) and (ii) the lack of a specific and more detailed definition.

Therefore, the choice made by the Italian state legislature with the privacy
code’ seems more innovative, since, on the one side, this specific (or ‘special’,
as more recently defined by the GDPR) category of personal data® is signifi-

2P. Guarda, ‘I dati sanitari’, in V. Cuffaro, R. D’Orazio and V. Ricciuto (eds.) I dati personali nel
diritto europeo (2019) 592.

3 Art. 6, Convention of Strasbourg of 28 January 1981 no. 108 for the Protection of Individuals with
regard to Automatic Processing of Personal Data, entered into force on 1 October 1985.

4 Art. 8, Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995.

S Art. 4, para 2, lett. e), D.Lgs. 30 June 2003 no. 196, including personal data capable of revealing
racial or ethnic origin; religious, philosophical or other beliefs; political opinions; and membership in
political parties, trade-unions, associations or organizations with a religious, philosophical, political or
trade-union character, as well as personal data capable of revealing health status and sexual life.

6 The expression ‘sensitive data’ — or, according to some terminological variants, ‘super-sensitive’ or
‘very sensitive’ — appropriately testifies: a) the severity of precautionary and protective measures that
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cantly labelled as ‘sensitive’; and, on the other side, this data is identified as the
information capable of revealing health status.

The conceptual nuance between a datum concerning health and a datum ca-
pable of revealing health status seems to be detectable in higher flexibility and
elasticity of the second wording: information that (more or less tightly) con-
cerns health evokes an area more restricted than information potentially reveal-
ing (in a broad sense and also in a mediated way) psycho-physical conditions
of the individual.’

The mentioned GDPR takes a further step forward by introducing an
even more mature definition in which personal data regarding physical or
mental health of a natural person, including the provision of healthcare servi-
ces, that reveals information concerning health status has a substantial health
character. ®

The scope of data concerning health, so redefined, confirms the tendency
toward the extension of the concept while also resolving a set of interpretive
uncertainties that had arisen over time because of the previous and more tenta-
tive formulation.

For a long time, debates had taken place about, for example, whether the
expression ‘data concerning health’ alludes to any information in any way re-
garding the psycho-physical conditions of the data subject or only to informa-
tion revealing pathological statuses or, however directly, immediately and ex-
pressly connected to the health of the data subject.’

Similarly, it has been debated whether only the information about the cur-
rent health status, or even the information regarding the clinical history of the
patient and past medical events, '° were worthy of consideration from the per-
spective of the regulatory regime on privacy.

Although issues related to the interpretations of regulations never terminate
completely, one of the commentators on the GDPR positively evaluated it as
the first unfailing reference point, capable of providing ‘[a surely clearer defi-

have to be met by the processors of this type of information, assuming correlated technical and legal
obligations; b) the intimate and very delicate nature of the values concerned and, especially, the ex-
tent and seriousness of the damage to the individual in the case of illegal processing.

7 An example is the choice of a certain diet (that can mean special health statuses like, for example,
diabetes or celiac disease) or of a particularly isolated location for a vacation period (that can be re-
quired for a psycho-physical stress condition).

8 Art. 4, para 1, no. 15, of GDPR.

°See Recommendation (97) 5 of the Committee of Ministers to Member States on the Protection of
Medical Data, adopted by the Committee of Ministers on 13 February 1997.

10For the broad view, Garante per la protezione dei dati personali, Autorizzazione n. 2/2000 al trat-
tamento dei dati idonei a rivelare lo stato di salute e la vita sessuale, 20 September 2000, [doc. web
no. 1151469]. Recital 35 of GDPR has, then, settled any discussion by referring to the ‘past, current or
future physical or mental health status of the data subject’.
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nition, finally shared at European level, at least for what concerns the termino-
logical expression]’. !

From the perspective of analysis for this study, the definition aspect can be
closed as follows.

On the one hand, by acknowledging that the European Regulation, notwith-
standing the definite listing of ‘special’ categories of data (i.e., the so-called
‘sensitive’ data), has traditionally included data concerning health, although
envisaging a notion more comprehensive than in the past.

On the other hand, by recognising that such personal data is not suitable for
exhaustive explanations valid for any possible case of application of the sub-
ject legislation because it is not possible to compress it within strict factual
content limits that cannot be crossed: therefore, any investigation on the nature
of the datum cannot disregard the context in which data is processed, the sub-
jects allowed to process it and the purposes of processing. 2

The ‘health law of privacy’ finds its core of statutes in Art. 9, para 2, of
GDPR and, especially, in lett. h) and 1).

In particular, it is about the processing necessary for the purposes of ‘medi-
cal diagnosis, the provision of health or social care or treatment or the mana-
gement of health or social care systems and services on the basis of Union or
Member State law or pursuant to contract with a health professional’ (lett. h);
or the processing necessary for reasons of public interest in the area of public
health, including ‘such as protecting against serious cross-border threats to
health or ensuring high standards of quality and safety of health care and of
medicinal products or medical devices’ (lett. 1).

Obviously, caution should be observed. In the first case, personal data may
be processed ‘by or under the responsibility of a professional subject to the
obligation of professional secrecy under Union or Member State law or rules
established by national competent bodies or by another person also subject to
an obligation of secrecy under Union or Member State law or rules established
by national competent bodies’ (Art. 9, para 3). In the second case, data should
be processed ‘on the basis of Union or Member State law which provides for
suitable and specific measures to safeguard the rights and freedoms of the data
subject, in particular professional secrecy’ (lett. 1)).

"'P. Guarda (2) 597, for whom in the new formulation ‘[information collected during the recording
or the healthcare services provision...]” can be considered included.

121n various ways, the following authors have expressed their opinion in favour of the enhancement
of the context and the related minimisation of the importance of data content: G. Buttarelli, Banche
dati e tutela della riservatezza. La privacy nella societa dell’informazione (Giuffré 1997) 391; A.
Ciatti, ‘La protezione dei dati idonei a rivelare lo stato di salute nella legge n. 67/1996°, in Contr.
Impr. Europa (1998) 368; V. Zambrano, ‘Art. 75” in S. Sica, P. Stanzione (eds.), La nuova disci-
plina della privacy (2004) 305 et seq.
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The assessment of the relations between data processing, on the one hand,
and the safeguards for the rights of the data subject receiving health care, on
the other, is the central subject of this work, built on the main perspective of
informed consent.

However, the subject shall not be so exhausted.

An object of interest for the writer is, or could be, the processing for the
purpose of scientific research, in our case, of medical and biomedical type un-
der lett. j), which is allowed if it is proportioned to the aim pursued, respectful
of the essence of the right to data protection and incorporating suitable and
specific measures to safeguard the fundamental rights and the interests of the
data subject. Furthermore, data processing for these particular purposes requi-
res, under Art. 89 of GDPR, that appropriate safeguards are given for rights
and freedoms of the data subject in terms of technical and organisational mea-
sures and notwithstanding the faculty to introduce derogations where such ri-
ghts are likely to render impossible or seriously impair the achievement of the
specific purposes, provided that such derogations are necessary to achieve the
aforementioned purposes.

Beyond the mentioned processing for the purposes of preventive or occu-
pational medicine, including the frequent disputes between employers and em-
ployees, for our aims, there is also the processing of genetic data and, more ge-
nerally, the processing necessary to establish, exercise or defend legal claims
(lett. ), the extent of which allows us to better frame the context in which we
move.

Still from a general perspective, the analysis of the domestic and suprana-
tional case law on access to sensitive data is useful to frame the subject matter,
followed by a specific deepening of cases that, especially thanks to European
jurisdictional authorities, provide for a set of insights very precious in order to
focus on the coordinates of the system and the complexity and delicacy of cri-
tical points distinguishing it.

A careful investigation of all aforementioned research profiles can allow a
more mature and aware discussion on medical data in the system of funda-
mental rights: that is, on data concerning health processed for the purposes of
care, diagnosis and treatment.

As we will see in the following paragraphs, the approach followed by the
GDPR seems to be characterised by three essential elements:

1. the prohibition, as a general rule, of processing data concerning health
(Art. 9, para 1: Processing [...] shall be prohibited ...) in line with the approach
followed by Directive 95/46/EC (Art. 8, para 1: Member States shall prohibit
the processing ...);

2. the preference for rules more of principle than of detail and, consequent-
ly, of a regulation more condensed in the Recitals (and, therefore, in the ‘pre-
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mises of the matter’ that express orientations and auspices) than in articles that
have a higher binding power;

3. the choice of leaving the application arrangements to the arbitrary deci-
sion of Member States that establish the extent of adaptation of their national
regulations to the new European rules; thus, the Regulation renounces a uni-
tary and unifying logic (in this sense, Art. 9, para 4 is emblematic for all the
others; according to it, Member States can keep or introduce further condi-
tions, including limitations, regarding the processing of genetic data, biometric
data or data concerning health).

Among the others, reading Recitals 45, 52, 53 and 54 is essential if we
want to fully reconstruct the willingness of the European legislature: which,
after having suggested ‘harmonized conditions for the processing of special
categories of personal data concerning health in respect of specific needs’
(Recital 53), acknowledges that ‘[t]he processing of special categories of per-
sonal data may be necessary for reasons of public interest in the areas of public
health without consent of the data subject’ (Recital 54). The latter has been in-
terpreted according to the definition of the Regulation (EC) 1338/2008 of the
European Parliament and of the Council.

Both the legitimacy conditions for processing in derogation and the rele-
vant security measures to be adopted are, in any case, equally well defined. In
accordance with Recital 52, ‘a derogation from the prohibition on processing
special categories of personal data may be made for health purposes, including
public health and the management of health-care’, also when provided for in
Union or Member State law and subject to suitable safeguards.

Lastly, Recital 45 adds ‘it should also be for Union or Member State law to
determine whether the controller performing a task carried out in the public
interest or in the exercise of official authority should be a public authority or
another natural or legal person governed by public law, or, where it is in the
public interest to do so, including for health purposes such as public health
and social protection and the management of health care services, by private
law, such as a professional association’.

2. Conditions justifying the processing of personal data concerning
health: Art. 9 of GDPR

As seen, ‘data concerning health’ is defined by Art. 4, no. 15, of GDPR:
‘personal data related to the physical or mental health of a natural person, in-
cluding the provision of health care services, which reveal information about
his or her health status’.



24 Guerino Fares

Such notion is more extensively developed in Recital 35 of the GDPR.
‘Personal data concerning health should include all data pertaining to the health
status of a data subject which reveal information relating to the past, current or
future physical or mental health status of the data subject. This includes in-
formation about the natural person collected in the course of the registration for,
or the provision of, health care services as referred to in Directive 2011/24/EU
of the European Parliament and of the Council (1) to that natural person; a
number, symbol or particular assigned to a natural person to uniquely identify
the natural person for health purposes; information derived from the testing or
examination of a body part or bodily substance, including from genetic data
and biological samples; * and any information on, for example, a disease, dis-
ability, disease risk, medical history, clinical treatment or the physiological or
biomedical state of the data subject independent of its source, for example
from a physician or other health professional, a hospital, a medical device or
an in vitro diagnostic test’.

The notion adopted by the European Regulation provides for a greater
breadth of the forerunner expression ‘medical datum’, originally used in Re-
commendation No. R (81) 1 of 23 January 1981 on regulations for automated
medical data banks (then replaced by Recommendation No. R (97) 5 of 13
February 1997 on the Protection of Medical data).

It is an evolution linked to the change of the concept of health, transposed
also at the international level, meant as a state of complete physical and men-
tal wellbeing and no longer merely as the absence of diseases and preservation
and possible recovery of the health status (as readable in the preamble of the
Constitution of the World Health Organization).

Therefore, the boundaries of the datum concerning health include not only
information regarding diseases or other pathology statuses but also any other
information concerning the physical, mental and relational status of the indivi-
dual, including pre-existing and potential health statuses, as well as the details
of clinical and treatment paths followed or undergone.

Furthermore, the new frontiers of the medical datum go jointly with the
technological evolution of medical sciences (a phenomenon known as digital
health) '* and the increased economic value that this kind of data has acquired.

The regulatory framework on the protection of medical data shows a fea-
ture of specialisation in respect to the whole body of provisions concerning so-
called ordinary and common personal data. Such specialisation is linked to the

13 See M. Shabani, P. Borry, ‘Rules for processing genetic data for research purposes in view of the
new EU General Data Protection Regulation’, in European Journal of Human Genetics (2018) 149.

14 The implementation of various eHealth and telehealth options has enhanced access to care, includ-
ing in patients’ own homes. European Commission, State of Health in the EU. Companion Report
2019 (Luxembourg 2019) in <ec.europa.eu/health/state> 60 accessed on 09.10.2020.
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particular nature and delicacy that distinguish the data concerning health and
to the real danger of using it for strongly discriminatory purposes, as evident
in European regulations and case law.

The historical evolution of the European regulations on the protection of
confidentiality must be considered. At the European level, the first attempt to
introduce rules for the protection of the right to confidentiality was made by
the ‘Convention for the Protection of Individuals with regard to Automatic Pro-
cessing of Personal Data’ (Convention No. 108, adopted in Strasbourg by the
Council of Europe on 28 January 1981). Art. 6 identified ‘special categories of
data’, which included that concerning health, and prohibited automatic pro-
cessing of this data unless domestic law provided an appropriate system of sa-
feguards. To further this aim, the Convention of Strasbourg provided guideli-
nes for the protection of personal data concerning health status and sexual life,
prohibiting in principle its automatic processing.

The contemporary Recommendation (R (81) 1 of 23 January 1981 on regu-
lations for automated medical data banks then replaced by R (97) 5 of 13 Fe-
bruary 1997 on the Protection of Medical Data) significantly invited Gover-
nments to apply a uniform regulation for medical data, inspired by some basic
principles like public notice of the creation of data banks; the specific indica-
tion of the purposes and the framework of accessibility to the collection; the
fairness, lawfulness and appropriateness of processing; the limitation of access
to medical staff and other health care staff in relation to their relevant specific
duties; and the storage of information for the time strictly required, except for
the needs of medical, historical or statistical purposes.

The subsequent Directive 95/46/EC of 24 October 1995 then defined a more
comprehensive architecture of the legislative framework. In particular, Art. 8
strengthens the indications of the Convention of Strasbourg, explaining a set
of safeguards in the absence of which the processing of these ‘special catego-
ries of data’ should be prohibited.

Lastly, the European regulation was enriched by the Regulation (EU)
2016/679 — GDPR, adopted on 27 April 2016 and entered into force on 25 May
2018: today, we must refer to this act to identify the legal basis for the processing
of personal data that is called sensitive (or belonging to special categories). '°

The European legislator, and subsequently Member States, are required to
search for the right balance between the values that are crucial in this field: a)
movement of information, for the function of the protection of public and pri-

15 Providing personal data to an automated system, scoring the data and profiling individuals based on
the results is considered as processing of personal data; therefore, such a processing operation needs to
be in line with the principles defined in the GDPR. For this reason, the Commissioner for Personal Da-
ta Protection (Cypriot SA), with a pronouncement adopted on 27 January 2020, fined a group concern-
ing the lack of legal basis of an Al tool which was used to score employee sick leaves.
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vate health and the best management of welfare systems, that should be gran-
ted with respect to the principles of public notice and transparency when — as
is almost always the case — the datum is held by public administrations or any
substantially public body; and b) the protection of the privacy and dignity of
the human person.

The items of the Regulations evoke the multiple interests involved. The pro-
tection of natural persons, the processing of personal data and the free move-
ment of data require the policymaker to search for a not easy squaring of the
circle: by ensuring everyone, in a balanced manner, a space of implementation
without compromising too much of the others.

The protection of data represents a hedge for the (uncontrolled) movement
and the (undue or unlimited) processing of data itself. Substantially, we have
to acknowledge — on the one hand — that the technological evolution unavoi-
dably facilitates the fast spread of information, and — on the other hand — that
the processing of personal data represents a valuable opportunity aimed at re-
alising clear and creditable purposes (the movement of data becomes a piece
of an actual ‘freedom’”). At the same time, the problem of regulating such free-
dom arises so that it does not jeopardise the rights of private subjects equally
worthy of protection.

It is a given that the knowledge of information regarding natural persons is
increasingly facilitated by technological tools of new generation and that it is
useful for multiple objectives of a potentially undefined number.

Simultaneously, the old setting based on the secrecy of the information
held by public administrations has been replaced by principles of accessibility
to administrative acts and documents, as well as by the introduction of increa-
singly wider obligations of public notice and transparency.

The GDPR is relevant for several aspects of medical law. It is fundamental,
above all, since it sets out limitations on the processing of medical data: such
processing is allowed for the purposes of public interest in the field of public
health in which the aim, inter alia, is to ensure high standards of quality, securi-
ty, cost-effectiveness and continuity of healthcare, as well as of medical pro-
ducts and medical devices (see Recitals 52, 53 and 54; Art. 9 of the Regulation).

Processing of data, according Art. 4, no. 2, of GDPR, means ‘any operation
or set of operations which is performed on personal data or on sets of personal
data, whether or not by automated means, such as collection, recording, organi-
sation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, align-
ment or combination, restriction, erasure or destruction’.

The notion of informed consent given by the data subject is equally crucial
and is meant as ‘any freely given, specific, informed and unambiguous indica-
tion of the data subject’s wishes by which he or she, by a statement or by a
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clear affirmative action, signifies agreement to the processing of personal data
relating to him or her’ (Art. 4, no. 11, of GDPR). 16

Informed consent has also been subject to a wide development in the area
of case law. Significantly, by means of the person-centred approach that inspi-
res several Constitutions of Western countries, it has been set up as an actual
right of the person that constitutes the expression of the principle of self-deter-
mination and contributes to make medical treatment lawful, mitigating the in-
formation asymmetry between the patient and the practitioner: !’ a constitutive
factor of the legitimacy and foundation of medical treatment, without which
the action of the practitioner is — except for the legal compulsory treatment or
when a state of necessity occurs — illegal also when put in place in the interest
of the patient.

As a general rule Recitals 52, 53 and 54 establish, the prohibition of pro-
cessing personal data capable of revealing the health status of individuals.

The prohibition of processing data concerning health provides exceptions
when the treatment is instrumental to: a) the fulfilment of a purpose of public
interest; b) the need for the establishment, exercise or defence of legal claims,
in court proceedings or in an administrative or out-of-court procedure.

Limitations to exceptions are relatively established for both the above de-
scribed hypotheses.

If processing is necessary for reasons of public interest in the sector of pub-
lic health, the processing of personal data for other purposes is not allowed to
third parties (like employers, insurance and banking companies) (Recital 54).
More generally, it prescribes the adoption of suitable and specific measures to
protect fundamental rights, data and freedoms of natural persons, even more in
cases in which the consent of the data subject can be rescinded; while, accord-
ing with Recital 53, professional secrecy should be kept by persons processing
data for purposes linked to health, notwithstanding the power of Member Sta-
tes to introduce or keep further limitations to the processing of data, provided

16 Recitals 42 and 43 add that ‘for consent to be informed, the data subject should be aware at least
of the identity of the controller and the purposes of the processing for which the personal data are
intended. Consent should not be regarded as freely given if the data subject has no genuine or free
choice or is unable to refuse or withdraw consent without detriment’ and, respectively, that ‘in order
to ensure that consent is freely given, consent should not provide a valid legal ground for the pro-
cessing of personal data in a specific case where there is a clear imbalance between the data subject
and the controller, in particular where the controller is a public authority and it is therefore unlikely
that consent was freely given in all the circumstances of that specific situation. Consent is presumed
not to be freely given if it does not allow separate consent to be given to different personal data pro-
cessing operations despite it being appropriate in the individual case, or if the performance of a con-
tract, including the provision of a service, is dependent on the consent despite such consent not be-
ing necessary for such performance’.

17Ttalian Constitutional Court, 23 December 2008 no. 438.
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that this does not hamper the free movement of data within the EU when the
mentioned limitations are applied to cross-border processing of such data.

Conversely, with regard to the other derogation to the general prohibition,
the right to exercise or defend legal claims, the ‘neighbour’ of the right to the
protection of personal data, it must rank pari passu with the latter.

The same Recitals 52 and 53 specify the reasons for public interests that ju-
stify the derogation of the prohibition of processing data concerning health,
moving from a notion of public health that includes the financial and expendi-
ture aspects, the provision of services and the universal access to health and
social care.

For what concerns the notion of ‘public health’, Recital 54 clarifies that ‘it
should be interpreted as defined in Regulation (EC) 1338/2008 of the Europe-
an Parliament and of the Council, namely all elements related to health, name-
ly health status, including morbidity and disability, the determinants having an
effect on that health status, health care needs, resources allocated to health
care, the provision of, and universal access to, health care as well as health ca-
re expenditure and financing, and the causes of mortality. Such processing of
data concerning health for reasons of public interest should not result in per-
sonal data being processed for other purposes by third parties such as employ-
ers or insurance and banking companies’.

The processing of personal data must be functional to the realisation of pur-
poses linked to or regarding health if and because they are aimed at benefiting
persons and the whole society to achieve a multiplicity of objectives: 1) ensur-
ing the quality and continuity of procedures aimed at meeting the demands of
benefits and services; 2) promoting an economic management of health care
services; 3) ensuring health safety, prevention and control of communicable di-
seases and other serious threats to health; 4) facilitating the activity of storage in
the public interest, scientific or historical or statistical research, as well as the
implementation of studies in the field of public health; 5) safeguarding the con-
tinuity of cross-border treatments.

In addition, the delicacy and specialisation of the processing of data in the
context of public health is at the base of the rule that allows Member States to
require the obligation of prior consultation for the controller with the supervi-
sory authority, even outside the conditions established by the same GDPR
(Art. 36, para 1 and 2).

Recital 63 defines exactly the framework of the data subject’s rights. ‘A
data subject should have the right of access to personal data which have been
collected concerning him or her, and to exercise that right easily and at reaso-
nable intervals, in order to be aware of, and verify, the lawfulness of the pro-
cessing. This includes the right for data subjects to have access to data con-
cerning their health, for example the data in their medical records containing
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information such as diagnoses, examination results, assessments by treating phy-
sicians and any treatment or interventions provided. Every data subject should
therefore have the right to know and obtain communication in particular with
regard to the purposes for which the personal data are processed, where possi-
ble the period for which the personal data are processed, the recipients of the
personal data, the logic involved in any automatic personal data processing
and, at least when based on profiling, the consequences of such processing’.

Provisions establishing the arrangements for data concerning health are set
out under Art. 9, focused on consent for processing (lett. a-¢).

For our aims, the succeeding letters are relevant and, in particular, lett. f)
which makes provision for the case of processing that is necessary for the pro-
tection of a right in legal claims or for the exercise of judicial capacities by the
competent authorities (the limitation should constitute a necessary and propor-
tionate measure in a democratic society to safeguard specific important inte-
rests: as per Recital 19); lett. g) which legitimises the processing necessary for
reasons of a juridically relevant public interest by respecting the principles of
proportionality and minor burden for the legal situation of the data subjects;
lett. h) which concerns the processing necessary, inter alia, for the purposes of
preventive medicine or medical diagnosis and health care or management of
health or social services and requires, by virtue of the referral to the subsequent
paragraph 3, that data are processed under the responsibility of a professional
or another person subject to the professional secrecy; lett. i) which, among the
factors that make processing necessary, lays down the reasons of public inter-
est in the field of public health, such as protecting against serious cross-border
threats to health or ensuring high standards of quality and safety of health care
and of medical products and medical devices, notwithstanding the safeguard
of rights and freedoms of the data subject and professional secrecy; and lett. j)
which mentions the purposes of archiving and scientific, historical or statisti-
cal research, referring to Art. 89. This latter, in turn, completes the framework
by subjecting this type of processing to technical and organisational measures
that ensure the pseudonymisation or, in any case, the minimisation of data,
and by authorising derogations to the rights acknowledged to the data subject
by Artt. 15, 16, 18, 19, 20 and 21.

A specific remark should be made on the processing of personal data for
the purposes of scientific research in the medical and biomedical fields, report-
ing that the Community objective to establish a European research area pursu-
ant to Art. 179, par. 1, TFEU, is subject to the obligation of respecting also
other relevant regulations, among which the one on clinical trials stands out.
‘The processing of personal data for scientific purposes should also comply
with other relevant legislation such as on clinical trials’ (Recital 156) and, in
the same direction, ‘for the purpose of consenting to the participation in sci-
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entific research activities in clinical trials, the relevant provisions of Regula-
tion (EU) 536/2014 of the European Parliament and of the Council should ap-
ply’ (Recital 161). A link is so established between Regulation 536/2014 on
clinical trials and Regulation (EU) 2016/679 on data protection.

The fourth and last paragraph of Art. 9 sets out that Member States may
maintain or introduce further conditions, including limitations, with regard to
the processing of genetic data, biometric data or data concerning health '®: tak-
ing into consideration historical and cultural traditions and ideological and po-
litical orientations as well as the constitutional, organisational and administra-
tive structure of each Country.

Ultimately, the specificity of sensitive data clarifies the special attention it
increasingly receives from legislators at the European level and at domestic le-
vels in Member States.

Among personal data, sensitive data is characterised by its inherence to the
most intimate individual sphere and by its capacity of affecting the develop-
ment and free expression of the personality. In short, it relates to the dignity
itself of the person.

Confidentiality, meaning the right not to incur intrusions into one’s intima-
te sphere and regardless of one’s willingness through the spread of personal in-
formation and, from our perspective, on the personal health status, requires an
appropriate system of protections. The acquisition and movement activity of
personal data is stimulated by reasons and interests of various natures, therefore
it can be subjected to abuses if not correctly delimited, also taking into consi-
deration the new computerised arrangements to collect information and the in-
creasing demands for data by public and private institutions in order to track
the data subjects’ profile.

Equally, we should avoid or, in any case, reduce at most the risk of possi-
ble discrimination to the damage of natural persons on the basis, inter alia, of

the ‘genetic or health status or sexual orientation’ '°: this risk is taken into con-

18 Whether biometric data constitute sensitive data must therefore be assessed on the basis of the
particular processing purpose: see L. Feiler, N. Forgo, M. Weigl, The EU General Data Protection
Regulation (GDPR): A Commentary (German Law Publisher 2018) 95.

19 See ECHR, Section III, 15 March 2016, Novruk and Others v. Russia, nos. 31039/11, 48511/11,
76810/12, 14618/13 and 13817/14. In this case, all five applicants wished to obtain residence per-
mits in Russia. To complete their application, they were required to have a medical examination which
included a mandatory test for HIV infection. After they tested positive for HIV, the migration authori-
ties refused their applications by reference to the Foreign Nationals Act, which prevents HIV-positive
foreign nationals from obtaining residence permits. In particular, the applicants alleged that they had
been discriminated against because they were HIV-positive. The Court held that there had been a
violation of Art. 14 (prohibition of discrimination) read together with Art. 8 (right to private life and
family) of the Convention. It notably stated that the legislation aimed at preventing HIV transmis-
sion which was used in the present case to exclude the applicants from entry or residence had been
based on an unwarranted assumption that they would engage in unsafe behavior, without carrying
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sideration, for example, in Recital 71 that imposes on the controller, when pro-
filing, to adopt appropriate technical and organisational measures in order to
ensure safety of personal data and rights of the data subject and to prevent the
occurrence of the aforementioned discriminatory effects. 2°

The GDPR provides important answers to all these needs of the personal
data, defining a mature and advanced framework of protections.

Processing and/or disclosing a datum about the health of a person, regard-
less of the aim — purposes of care and treatment, commercial, research or ad-
ministrative management, expenditure control or the judicial protection of ri-
ghts — integrates unlawfulness if it goes beyond the hedges established by the
legislator for the systemic and automated collection of data and for the increas-
ing research of data by public and private institutions.

When the object of the right to confidentiality is medical datum, the degree
of responsibility of the guardians for balancing increases since they are called
upon to prevent or effectively sanction the abuses of processing.

On the other hand, information is a good exclusively belonging to the data
subject; in any case, it has to be appropriately protected. Only in this way can
the useful and legal movement of data produce the various benefits, even in fa-
vour of the owners of the datum, who today are no longer required to give their
consent when the datum is processed for the purposes of their treatment. !
Hence, the non-absolute but relative character of the right to the protection of
personal data in the framework of the standardisation with other values, prin-
ciples and rights.

In particular, there will be no breach of confidence in situations in which the
patient’s interest in keeping information confidential from others, including rela-
tives, is outweighed in the balance by broader ‘public interest’ considerations. **

out a balancing exercise involving an individualized assessment in each case. Given the overwhelming
European and international consensus geared towards abolishing any outstanding restrictions on en-
try, stay and residence of people living with HIV, who constitute a particularly vulnerable group, the
Court found that Russia had not advanced compelling reasons or any objective justification for their
differential treatment for health reasons. Therefore, the applicants had been victims of discrimination
on account of their health status.

20 Furthermore, at the case law level, cases can be found of discrimination perpetrated to the damage
of private subjects as a consequence of transfers, without their consent, of medical data concerning
them: such conduct determined, in some cases, the withdrawal of the offer of employment (Court of
Justice of the EU, sect. I, 5 July 2011, V. Parliament, F-46/09) and, in others, the denial to employ a
person after having performed tests capable of giving rise to suspicions that he was suffering from
the HIV virus, despite his opposition to undergo such tests (Court of Justice of the EU, 5 October
1994, C-404/92 X v. Commission).

2 See C. Colapietro, F. Laviola, ‘I trattamenti di dati personali in ambito sanitario’ (2019), in
<www.dirittifondamentali.it> (2) accessed on 08.10.2020.

22See J. Harris, ‘Ignorance, Information and Autonomy’, in Theoretical Medicine and Bioethics
(2001) 24.
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Nonetheless, the speed of processing and transmission of information and
the possibility to take economic advantage of it explain the distrust of citizens:
the technological progress, on the one hand, can increase the efficiency and qua-
lity of the medical system but, on the other, can paradoxically increase the fear
for uncontrolled access to the clinical documentation of private subjects.

In conclusion, the objectives of the processing of personal data can be diver-
se and very valuable: suffice it to think of the endless potentialities of the elec-
tronic health record. *> However, the trust of the individual in the system con-
tinues to be a solid pillar.** Patients’ consent, although more blurred than in
the past, even now constitutes one of the main conditions that make the move-
ment of their data lawful, determining the acceptance of the purposes and the
arrangements through which the processing is carried out.

3. Specific issues in the case law interpretation: omission of pro-
cessing

The European Court of Human Rights has given some important clarifica-
tions — at the application of Art. 8§ ECHR — beginning with the ‘failure to pro-
cess’ data. The bond of accordance with the ECHR for the limitations that can
be attributed to the rights of the data subject by the European law or individual
States’ law is generally affirmed by Recital 73 of the Regulation.

Art. 8 ECHR, in the item ‘Right to respect for private and family life’, esta-
blishes that ‘Everyone has the right to respect for his private and family life,
his home and his correspondence’ (para 1).

The concept of ‘private life’ under Art. 8 ECHR is fundamental: it is a broad
term not susceptible to exhaustive definition,* extensively and functionally
interpreted by the Court in tune with the general purposes of protection pur-
sued by the Convention, that is intended to guarantee not rights that are ‘theo-
retical or illusory’ but rights that are ‘practical and effective’. %

The objective of the rulings of the Court on the matter is to increase the
centrality of citizens and the protection of their legal sphere and their own

23 See L.B. Harman, C.A. Flite and K. Bond, ‘Electronic Health Records: Privacy, Confidentiality, and
Security’, in Virtual Mentor — American Medical Association Journal of Ethics (2012) 14(9) 712. C.K.
Wang, ‘Security and privacy of personal health record, electronic medical record and health infor-
mation. Problems and Perspectives’, in Management (2015) 13(4) 19-26.

24 As pointed out by J. Harris, Ignorance, Information and Autonomy, p. 2, in medical practice from the
earliest times, the need for honest information and the ethics of information giving have been central.

2 ECHR, Grand Chamber, 4 December 2008, S. and Marper v. The United Kingdom [GC], no.
30562-30566/04.

26 ECHR, Grand Chamber, 9 October 1979, Airey v. Ireland, no. 6289/73.
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dignity upon a movement of personal data that is increasingly massive and fa-
cilitated by the new technological tools.

According to the constant case law of the Court, the scope of Art. 8§ ECHR
above all covers the physical and psychological integrity of a person.?’ Each
State is required to ensure such protection, not only by refraining from inten-
tionally causing damage to the physical and psychological integrity of whoe-
ver is subject to its jurisdiction (an obligation with essentially a ‘negative’
content) but also by adopting all the measures necessary to protect such good
of life (‘positive’ obligation). 2

Assessing the correct use by a State of its margin of recognition, the Court
verifies if the decision-making process that has led to intervention measures
has been fair and such to ensure the respect of the interests of the individual
protected by Art. 8.%°

For what relates specifically to the protection of health, the Court states
that, although such right is not expressly enshrined in the Convention and its
Protocols, State Parties are subjected not only to the positive obligations under
Art. 2 ECHR but also to the positive obligations deductible from Art. 8 ECHR.
These obligations consist, on the one hand, of the substantive obligation to
provide legislation that imposes on health structures, both public and private,
the adoption of appropriate measures for the protection of the physical integri-
ty of patients and, on the other, of the procedural obligation to ensure to the vic-
tims of medical negligence the access to an internal remedy that allows them
to obtain a fair compensation for the damage suffered. *°

By applying Art. 8, the same Court has censured, on various occasions, the
default of the respondent State in respect of the obligation to provide for an ef-
fective access to documents regarding the health of a person.

2TECHR, Section IV, 29 April 2002, Pretty v. The United Kingdom, no. 2346/02; ECHR, Section IV,
22 July 2003, Y.F. v. Turkey, no. 24209/94 (underlining that a person's body concerns the most intimate
aspect of private life); ECHR, Section I, 5 March 2009, Jankovic v. Croatia, no. 38478/05.

2 The Court stated that ‘regard must be had to the fair balance that has to be struck between the
competing interests of the individual and of the community as a whole’ (ECHR, Grand Chamber, 9
December 1994, Lopez Ostra v. Spain, no. 16798/90; ECHR, 7 July 1989, Grand Chamber, Gaskin
v. The United Kingdom, 7 luglio 1989, no. 10454/83).

2 The Court has the task of checking ‘whether the decision-making process leading to measures of
interference was fair and such as to afford due respect to the interests safeguarded to the individual
by Article 8 (See ECHR, Section I, 23 March 2017, A.-M.V. v. Finland, no. 53251/13; ECHR, Sec-
tion I, 27 May 2004, Connors v. The United Kingdom, no. 66746/01; ECHR, Grand Chamber, 29
September 1996, Buckley v. The United Kingdom, no. 20384/92).

30 See ECHR, Section V, 15 November 2007, Benderskiy v. Ukraine, no. 22750/02; ECHR, Section
III, 2 June 2009, Codarcea v. Romania, no. 31675/04; ECHR, Section II, 5 January 2010, Yardimci
v. Turkey, no. 25266/05; ECHR, Section IV, 25 September 2012, Spyra and Kranczkowski v. Poland,
no. 19764/07; ECHR, Section III, 15 January 2013, Csoma v. Romania, no. 8759/05; ECHR, Section
11, 23 September 2014, S.B. v. Romania, no. 24453/04.
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For example, it has occurred that national judges illegally did not permit
access to information regarding the clinical treatment administered at the inter-
nal hospital of the correctional facility. *!

In other cases, claims were issued for the denial of the issuance of medical
documentation regarding hospitalisation of some women at a health facility
who had been found to suffer from infertility after receiving treatment: just be-
cause the access to clinical records would have allowed a legal-medical analy-
sis of the causes of the pathology detected. *?

As underlined by the Court, disputes like these regard the exercise of the
right to effective access to information concerning one’s health and reproduc-
tive status. The right under consideration is related to private and family life
under Art. 8. It is violated even when authorities interpret in a restrictive manner
the term ‘authorized legal representative’, denying access to the lawyer who has
the proxy and limiting it only to the minor’s parents or the legal guardian ap-
pointed to represent the incompetent. *

There was similarly a violation of the obligations weighing down on the re-
spondent State in the legal claim in case of denied access to documentations of
social and health services, containing information on the childhood and per-
sonal history of the requester. **

For what concerns the arrangements for protection, the Court has specified
that, in order to ensure an effective exercise of the right, the positive obliga-
tions are fulfilled by making copies of personal data available to data subjects.
The decision on the ways to extrapolate and copy their personal data is up to
the data subjects, provided that they bear the relevant costs, and they cannot
be obliged to justify their request for the copy of such data. *

Conversely, authorities are obliged to demonstrate any plausible reason for
which the request should be refused. Only in this case, the right of the reque-
sters to obtain copies of medical records regarding them can be considered re-

3lIndeed, this is a case currently pending (case Sokolow v. Germany, no. 11642/11) in which
framework the Court has notified the appeal to the German Government making then questions to
the parties pursuant to Art. 8 of the Convention.

32 ECHR, Section IV, 28 April 2009, K.H. and Others v. Slovakia, no. 32881/04. The applicants,
eight women of Roma origin, could not conceive any longer after being treated at gynecological de-
partments in two different hospitals and suspected that it was because they had been sterilized dur-
ing their stay in those hospitals. They complained that they could not obtain photocopies of their
medical records. The Court held that there had been a violation of Art. 8 (right to private and family
life) of the Convention in that the applicants had not been allowed to photocopy their medical re-
cords. In addition, it found that, although subsequent legislative changes compatible with the Con-
vention had been introduced, this had happened too late for the applicants.

3 ECHR, Grand Chamber, 19 October 2005, Roche v. The United Kingdom [GC], no. 32555/96.
3 ECHR, Section II, 24 September 2002, M.G. v. The United Kingdom, no. 39393/98.
33ECHR, Section I, 20 December 2007, Phinikaridou v. Cyprus, no. 23890/02.
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cessionary: in the trial that has taken place before Cypriot authorities, the clai-
mants had obtained a judicial order against the hospital for the exhibition of
the acts required through having the chance to consult their full and entire me-
dical documents; however, the possibility to extract an integral copy of such
documentation had been denied, and their access was limited to the study of
the records and the manual reproduction of parts of their content. Nevertheless,
the manual extracts do not represent an effective access to documents con-
cerning health. Moreover, the original clinical records that could not be manu-
ally reproduced contained relevant information for the result of the judgement
of compensation filed by the claimants who had appointed an independent ex-
pert to examine them in order to verify their integrity and completeness.

Particularly interesting is the part of the judgement dealing with the alleged
abuse by the claimants of the information they received to exclude its exis-
tence in the hypothesis that an integral copy of the documents is required: ac-
cording to the Court, the protection of data concerning health falls within the
essential core of the right under Art. 8§ ECHR and the respect of confidentiality
of medical data constitutes ‘a vital principle in the legal systems of all the
Contracting Parties to the Convention’*®: in any case, as the Court adds, the
risk of such an abuse could have been prevented by different means, less inva-
sive than the denial of the copies of records. For example, the communication
or disclosure of personal data concerning health that is potentially incompati-
ble with the safeguards under Art. 8 can be prevented by means such as the
introduction in the national law of appropriate safeguards in order to strictly
limit the circumstances in which such data can be disclosed and the group of
people authorised to access such records.

The most recent pronouncements stress the States’ positive obligation to
provide an effective and accessible procedure enabling the person involved to
have access to all relevant information that would allow him/her to understand
his/her health state: that is, the assessment of his psychological fitness for a job
position. ¥’

36 See ECHR, Section IV, 17 July 2008, I v. Finland, no. 20511/03, § 38: ‘The protection of personal
data, in particular medical data, is of fundamental importance to a person’s enjoyment of his or her
right to respect for private and family life as guaranteed by Article 8 of the Convention. Respecting
the confidentiality of health data is a vital principle in the legal systems of all the Contracting Parties
to the Convention. It is crucial not only to respect the sense of privacy of a patient but also to pre-
serve his or her confidence in the medical profession and in the health services in general. The
above considerations are especially valid as regards protection of the confidentiality of information
about a person’s HIV infection, given the sensitive issues surrounding this disease. The domestic
law must afford appropriate safeguards to prevent any such communication or disclosure of personal
health data as may be inconsistent with the guarantees in Article 8 of the Convention’.

37See ECHR, Section V, 7 March 2018, Yonchev v. Bulgaria, no. 12504/09. This is the case: the
applicant applied for a position as police observer in an international mission but his application was



36 Guerino Fares

In such a situation, it is up to the domestic authorities to show that any
documents in the applicant’s personnel file have been classified as State secrets.
In any case, both the administrative and judicial procedures available to the
applicant in order to protect his or her personal data must be inherently effec-
tive on the grounds that the applicable legislation expressly obliges the com-
petent bodies to carry out a balancing exercise.

In these contexts, the Court held that the respondent State’s positive obliga-
tion under Art. 8 required it to provide an effective and accessible procedure
enabling the applicants to have access to all relevant and appropriate infor-
mation necessary for the specific purposes described above. *®

In other cases, the right to access documents containing sensitive data has
been recognised since the relevant request was based on the principle of trans-
parency, to be considered as prevailing on opposed interests with a commercial
nature. This is the case of the clinical study report (CSR) created by a pharma-
ceutical company to which one of its competitors requests to access and that,

according to the EU General Court, is not covered by a general ‘presumption

of confidentiality’. *°

rejected because of the negative result of his psychological assessment. He was then refused access
to personal data held by the Ministry of the Interior, despite having a particularly strong interest to get
acquainted with his psychological assessments. Consequently, the Court stated that access to infor-
mation about the reasons for his having been found unfit to participate in the international mission,
especially taking into account the sensitive nature of such information, must be seen as sufficiently
closely linked to his private life within the meaning of Art. 8 of the Convention.

3 The Court would like to reiterate that it has recognized a vital interest, protected by Art. 8, of per-
sons wishing to receive information necessary to know and to understand their childhood and early
development or to trace their origins, in particular the identity of their natural parents, information
concerning health risks to which interested persons have been exposed or information about a per-
son’s records created by the secret services during the period of a totalitarian regime.

39 See EU General Court, 5 February 2018, PTC Therapeutics International v. EMA, T-718/15. In a
synchronous way, see Court of Justice UE, Section IV, 22 January 2020, C-175/18. For a case law
application of the principle for which the obligation of transparency does not justify the disclosure of
personal data concerning health, see EU General Court, 3 December 2015, CN v. Parliament, T-343/1.
In the latter case, the applicant, who was an official of the Council of the European Union, had sub-
mitted a petition to the European Parliament on the subject of the support granted to disabled family
members of a European official by means of a form available online on the Parliament’s website. At a
later time, he requested that the notice be removed from the Parliament’s website. He complained that
Parliament’s duty of transparency cannot justify the disclosure of personal data relating to the state
of health and the presence of a person with disabilities in his family. Even assuming publication of a
summary of petitions in order to provide information on the activities of the EU institutions to be a
legitimate interest, the infringement of the applicant’s rights is disproportionate. The Court verified
that he had given his express consent to the publication of his sensitive personal data on the Internet.
In the meantime, it pointed out that under Art. 10(1) of Regulation 45/2001, the processing of per-
sonal data revealing data concerning health is prohibited. However, Art. 10(2)(a) of that regulation
provides that this prohibition does not apply, inter alia, where the data subject has given his or her
express consent. Against this background, it should be observed that Art. 2(h) of Regulation 45/2001
defines the data subject’s consent as ‘any freely given specific and informed indication of his or her
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Basically, it is a particular application of the so-called pari passu rank cri-
terion used in many national laws, including the Italian one: the processing is
allowed if the judicially relevant situation that is meant to be protected with
the request of accessing administrative documents ranks at least pari passu
with the data subject’s interests or consists of a right of the personality or an-
other fundamental right or freedom.

4. Processing performed in the absence of legal basis

There are many circumstances of non-authorised (or illegal ‘for an excess’)
processing established by the European Court.

There is the case of a subject whose HIV condition was made public during
a criminal trial against the partner, although the disclosure of the sensitive da-
tum to the media was not supported by any valid motivation. *’ In this situa-
tion, the Court noted in particular that respecting the confidentiality of health
data is a vital principle in the legal systems of all the Contracting Parties to the
Convention and is crucial not only to respect the sense of privacy of a patient
but also to preserve his or her confidence in the medical profession and in the
health services in general. The domestic law must, therefore, afford appropriate
safeguards to prevent any such communication or disclosure of personal health
data as may be inconsistent with the guarantees in Art. 8 of the Convention.

Then there is the case of the communication during a hearing of confiden-
tial information concerning the mental status of a party in the case and the
psychiatric treatment previously administered in which such information was
determined irrelevant for the result of the dispute. *' Therefore, obtaining from
a psychiatric hospital confidential information regarding the applicant’s men-
tal state and relevant medical treatment and disclosing it at a public hearing
had constituted an interference with the applicant’s right to respect for his pri-
vate life.

wishes by which the data subject signifies his or her agreement to personal data relating to him or
her being processed’.

40 ECHR, Grand Chamber, 25 February 1997, Z. v. Finland, no. 22009/93. The Court held that there
had been a violation of Art. 8, finding that the disclosure of the applicant's identity and HIV infec-
tion in the text of the Court of Appeal's judgment made available to the press was not supported by
any cogent reasons and that the publication of the information concerned had accordingly given rise
to a violation of the applicant's right to respect for her private and family life.

411n this sense, ECHR, Section V, 29 June 2006, Panteleyenko v. Ukraine, no. 11901/02, where the
interference in the right to the respect of the private and family life was sanctioned, since the request
of information under consideration issued by the judge of first instance was to be considered unnec-
essary given the irrelevance of such data for the trial inquiry and for the ongoing preliminary inves-
tigations.
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There is also the case in which a court made use of documents taken from
the clinical records of a subject who was a party in a divorce case without
his/her consent and without the prior appointment of an expert, when the ref-
erence to the medical report was made only alternatively so that the same con-
clusion could have been reached regardless: in this circumstance, the Court
found a violation of Art. 8, considering the interference in the private life of
the requester not justified in consideration of the fundamental importance of
the protection of personal data. Moreover, the Court found that the domestic
law did not provide for sufficient safeguards regarding the use of such type of
data processing concerning the private life of the parties, therefore justifying,
a fortiori, the need for a strict review of the need for such measures. +?

There is also the case in which a woman in childbirth claimed against the
non-authorised presence of medical students during her delivery, without the
possibility to give a written consent for the awareness of being observed under
the relevant clinical teaching programme, given that the brochure of the hospi-
tal informing the claimant about her potential involvement in the said program-
me was vague and the matter had been introduced to her as something for which
she would not have had a choice: here, the Court found that the national legi-
slation on the moment of the birth of the claimant’s daughter did not contain
any safeguard aimed at protecting the right to patients’ privacy and, further-
more, such a serious gap was aggravated by the procedure of the hospital to
obtain the patients’ consent. **

Moreover, there is the case of Jehovah Witnesses who, after their refusal to
undergo blood transfusions during their hospitalisation in public hospitals, re-
gret the communication of their medical dossiers to the judicial authorities
during an investigation on the lawfulness of the activities carried out by the
religious organisation to which they belong: the violation occurs when there
are no urgent collective needs for the disclosure of confidential medical infor-
mation without prior notice and without the possibility to oppose such an in-
vasive measure in their legal sphere. **

“ECHR, Section II, 10 October 2006, L.L. v. France, no. 7508/02.
$ECHR, Section I, 9 October 2014, Konovalova v. Russia, no. 37873/04.

4“ECHR, Section I, 6 June 2013, Avilkina and Others v. Russia, no. 1585/09. In the circumstance, the
judicial authorities had ordered all the hospitals in St. Petersburg to report any case of refusal of
blood transfusion by Jehovah Witnesses. Ultimately, the Court found that there had been no pressing
social need to disclose confidential medical information about them. Furthermore, the means employed
by the prosecutor in conducting the inquiry, involving disclosure of confidential information without
any prior warning or opportunity to object, need not have been so oppressive for the applicants. There-
fore, the authorities had made no effort to strike a fair balance between, on the one hand, the appli-
cants’ right to respect for their private life and, on the other, the prosecutor’s aim of protecting pu-
blic health.
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Then there is the case of the collection of medical personal data by a State
agency (the Latvian Inspectorate of Quality Control for Medical Care and Fit-
ness for Work) without the consent of the data subject, failing to indicate with
sufficient clarity under the applicable law about the scope of the discretionary
power conferred to competent authorities and the arrangements for exercising
it, and missing any assessment on the relevance and indispensability of the data
with respect to the institutional aims of the legal person, controller of such da-
ta: reaffirming the importance of the protection of medical data for the enjoy-
ment of the right to the respect of private life by a person, the Court acknow-
ledged that in such occasion, the national law had not limited in any way the
extent of private data which could be collected by the Inspectorate and that de-
termined the indiscriminate collection of the requester’s medical data regard-
ing a period of seven years without any prior assessment of whether these data
were potentially decisive, relevant or important to achieve any aim that could
have been pursued by the investigation under consideration. *

Furthermore, there is the case of an article published in 2001 on the front
page by the leading Lithuanian newspaper about a threat of contagion from
HIV in a remote region of Lithuania, on the basis of information on the HIV
positivity of the claimants confirmed by the medical staff of a hospital: on this
occasion, a failure of any form of legal protection of the patient’s privacy and of
any dissuasive measure for the undue processing of personal data was found. 6
In this case the medical staff of a centre for the treatment of HIV had been
sued for having confirmed that the claimants were HIV positive. About the se-
cond claimant, defined as ‘notoriously promiscuous’, it was even said that the
claimant had two illegitimate children with the first claimant. The Court, in ad-
dition to verifying the existence of a violation of Art. 8 ECHR because of the
minimal compensation recognised to the claimants for the damage, took care
to significantly highlight the negative impact of such a disclosure on the spon-
taneous availability of other subjects to voluntarily undergo the HIV tests and
the appropriate treatments.

Lastly, there is the case of the woman who, after being involved in a car
accident, had applied for invalidity pension and who, after the rise of a dispute
with her insurer for the amount of such pension, had refused to undergo fur-
ther medical examinations aimed at giving new evidence on her health status.
For this reason, the insurance company appointed private investigators to se-
cretly surveil the woman and use the results in the next judicial proceedings:
here, the Court found that the provisions of the Swiss law on which the sur-

4 ECHR, Section IV, 29 April 2014, L.H. v Latvia, no. 52019/07.

46 ECHR, Section II, 25 November 2008, Armonas v. Lithuania, no. 36919/02; ECHR, Section II, 25
November 2008, Biriuk v. Lithuania, no. 23373/03.
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veillance activity had been formally based were not sufficiently precise on the
maximum period and arrangements for the purposes of archiving and consul-
tation of data thereby obtained. Upon the censure of the claimant, according to
which the surveillance had violated her right to the respect of private life and
therefore should not be admitted in the jurisdictional proceeding, the Court as-
certained a violation of Art. 8 on the notable fact that the actions of the insurer
constituted a State responsibility under the Convention, since, according to the
Swiss law, the respondent insurance company was considered a public autho-
rity. It acknowledged also that the secret surveillance that had been ordered
had interfered with the private life of the requester, although carried out in
public places, since the investigators had systematically collected and stored
the data and had used it for a specific purpose. ¢’

In other situations, the European Court has established, instead, that the in-
terference suffered in the private sphere was legitimate as a consequence of a
measure of the respondent State in the legal claim.

Thus, for example, in the case of archived information in the records of a
psychiatric hospital which concerned the confinement of the claimant, after-
wards acknowledged as illegal, the indefinite storage of patient’s information
in a central archive had been disputed. However, the recording of information
regarding mental patients was considered suitable to fulfil not only the legal
interest in ensuring the proper functioning of the service of the public hospital
but also patients’ rights, especially in case of compulsory hospitalisation. More-
over, in the circumstance, sensitive data resulted to be protected by appropri-
ate confidentiality measures, so that documents were not accessible by the
public but only for categories of people strictly listed outside the institution. In
summary, the interference suffered by the claimant could not be considered
disproportionate in respect of the legal purpose pursued, that is, the protection
of health. 8

The same happened in the case of the communication by a clinic to a social
security body of clinical records containing information about an abortion of
the claimant. The Court excluded the violation of Art. 8, considering such com-
munication justified by the purpose pursued, that is to allow the social security
body to establish if the conditions pursuant to law had been met in granting
the compensation for the damages subsequent to an accident at work. More-

4TECHR, Section III, 18 October 2016, Vukota-Bojic v. Switzerland, no. 61838/10.

48 European Commission of Human Rights, 9 July 1991, Chave née Jullien v. France. This case
concerned the storing of records in a psychiatric hospital that contained information relating to the
applicant’s compulsory placement, the illegality of which had been recognized by the domestic courts.
The applicant considered, in particular, that the continued presence in a central record of infor-
mation about her confinement in a psychiatric institution constituted an interference with her private
life and wanted such information to be removed from central records of this type.
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over, the measure disputed was subjected to strict limitations and complemen-
ted by appropriate and effective remedies against any abuse. *’

The most recent decisions reaffirm the need for the storage of data to take
place in compliance with the law. >

At the same time, the provision of consent continues to play a crucial role °':
when it is demonstrated that the disclosure of personal data has resulted in an
interference in the private life of the data subjects, without an expression of
their willingness to make the data public, it is necessary to verify the existence
of a legal basis that justified the processing and if the interference could be
considered proportionate. 3> In this occasion, the Court also reminded that for
the purposes of the application of Art. 8 of the Convention, the legal nature of
the subject processing the sensitive information or to which such information
is communicated is irrelevant.

The Court clarified that the space of sensitive data should be meant in a
particularly wide sense: for example, medical information must be qualified
as confidential even if contains a reference to the standardised grounds for
dispensation from military service rather than a personalised medical diag-
nosis. >

In the latter case, the applicant instituted civil proceedings against his em-
ployer because of the dissemination of information concerning the medical
grounds for his dispensation from military service. The Court stated that, in
general, health data constitutes personal data and could only be collected with
the consent of the person concerned, unless otherwise envisaged by law. Speci-
fically, the domestic judges should have established whether it had been lawful
to collect and use the applicant’s psychiatric health data in the manner and in the
context in which it had been used; what the purpose of its processing had been

4 European Commission of Human Rights, 27 August 1997, M.S. v. Sweden, no. 20837/92. In this
pronouncement, the aim to protect the economic wellbeing of the country has been underlined.

30 The storage of health or other sensitive data is of great importance: see ECHR, Section V, 30 Jan-
uary 2020, Breyer v. Germany, no. 50001/12; previously, ECHR, Section IV, 13 November 2012,
M.M. v. The United Kingdom, no. 24029/07.

31 See ECHR, Grand Chamber, 5 September 2017, Barbulescu c. Romania, no. 61496/08.

32See ECHR, Section IV, 27 February 2018, Mockuté v. Lithuania, no. 66490/09. In this case, the
Court found that the disclosure of highly personal and sensitive confidential information about the
applicant, obtained during her involuntary hospitalization and treatment at Vilnius Psychiatric Hospi-
tal, by a hospital psychiatrist doctor to journalists entailed an interference with the applicant’s right to
respect for her private life guaranteed by par. 1 of Art. 8.

3 See ECHR, Section V, 26 January 2017, Surikov v. Ukraine, no. 42788/06. The Court found that
the employer in issue had acted unlawfully, on the one hand, in obtaining the file containing sensitive
medical data from the military enlistment office without the applicant’s knowledge or consent and,
on the other hand, in including this information in the applicant’s personnel file in spite of its reten-
tion patently having been excessive for the purposes for which it had been kept, what is more using
the same information for a new purpose.
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and whether it had been justified. So, the fair balance between the employer’s
interests and the applicant’s privacy-related concerns was not sought.

Ultimately, on numerous occasions the Court has held that systematic sto-
rage and other use of information relating to an individual’s private life by pu-
blic authorities entails important implications for the interests protected by
Art. 8 of the Convention and thus amounts to interference with the relevant ri-
ghts. This is all the truer when the information concerns a person’s distant past
or when the processing affects highly intimate and sensitive categories of in-
formation, notably the information relating to physical or mental health of an
identifiable individual.

Therefore, an interference breaches Art. 8 unless it is in accordance with
the law, pursues one or more of the legitimate aims referred to in paragraph 2
of the same Article and, in addition, is necessary in a democratic society to
achieve those aims. The fundamental data protection principles and the corre-
sponding basic procedural safeguards must also be directed towards the goal
of justifying the necessity of any possible interference.

By studying the case law, it’s possible to extract the following fundamental
criteria: a) the personal data must be relevant and not excessive in relation to
the purposes for which it is collected; b) the data must be preserved for no
longer than is required for the purpose for which it is stored; c¢) the retained data
must be efficiently protected from misuse and abuse; d) minimum safeguards
concerning, inter alia, duration, storage, usage, access by third parties, proce-
dures for preserving the integrity and confidentiality of data and procedures
for its destruction must be equally put in place at each stage; ) domestic laws
must be fully consistent with the international obligations of the same; f) the
data retention must be proportionate in relation to the purpose of collection
and envisage limited periods of storage; g) the interference has to be propor-
tionate with the applicant’s right to respect for private life; h) the margin of
appreciation afforded to the member States in designing their respective legis-
lative and administrative frameworks in this sphere is rather limited; and 1) the
question of necessity of interference may overlap with the question concerning
quality of the requisite procedural safeguards afforded in the domestic law of
the respondent State.

Summarising, most of the decisions made by the ECHR deal with claimed
violations of Art. 8 of the Convention and apply with diverse combinations of:
a) the principles of proportionality and strict indispensability of the measures
of personal data disclosure pursuant to States’ domestic laws; b) the principle
of appropriateness of the safeguards set out by such laws to protect the private
sphere of the subject to which data concerning health refer; and c¢) the princi-
ple of self-determination of the data subject.

At the same time, the criteria to measure the level of interference in the
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subjective sphere of private subjects are both of quantitative types (represent-
ed by the invasiveness of the processing in respect to the private life of the da-
ta subjects, which is inviolable) and qualitative types (represented by the sen-
sitive nature of the data processed).

5. Artificial intelligence and data protection: learning from the Covid-
19 experience

Many different definitions of Artificial Intelligence have been given over
time.

Among these, the one given by the European Commission is particularly
worthy of mention: ‘Artificial intelligence (Al) refers to systems that display
intelligent behavior by analyzing their environment and taking actions — with
some degree of autonomy — to achieve specific goals. Al-based systems can be
purely software-based, acting in the virtual world (e.g. voice assistants, image
analysis software, search engines, speech and face recognition systems) or Al
can be embedded in hardware devices (e.g. advanced robots, autonomous cars,
drones or Internet of Things applications). Many Al technologies require data
to improve their performance. Once they perform well, they can help improve
and automate decision making in the same domain’. >

Three main points are to be highlighted: 1) From personalised medicine to
assisted diagnostics to genetic engineering, the possibilities of Al are really
endless; 2) Big data and Al are leading to radical changes in decision-making
processes; and 3) Al and machine learning are constantly evolving areas of re-
search and practice, so the discussions about transparency, proportionality and
accountability are consequently increasing.

About the role of the European Union, we acknowledge that EU competen-
cies in health protection have been increasing throughout the years, although
without affecting the powers of the Member States that remain responsible for
the organisation and funding of health and social care. Reaffirming the greater
adequacy and incisiveness of its actions in certain fields, the European Union
has acquired competence in social and health matters that is cross-sectoral and
horizontal.

As such, it is capable of justifying its influence on any other policy with the
objective of ‘ensuring a high level of human health protection’ (Art. 168 TFEU).
In particular, through its actions, the EU can complete the measures adopted

34 See Communication from the Commission to the European Parliament, the European Council, the
Council, the European Economic and Social Committee of the Regions about ‘Artificial Intelligence
for Europe’, Brussels, 25.4.2018 COM(2018).
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by individual Member States: promoting public health and disease prevention,
encouraging cross-border cooperation in their services and stimulating the tech-
nological innovation of national welfare systems.

Therefore, through a considerable set of soft-law acts, the EU has supported
the implementation of e-health projects, among them the realisation of health
information networks, the use of electronic health records and digital health
records, telemedicine services and portable monitoring systems. Most recently,
building on Art. 16 and 114 TFEU, in addition to Art. 168 TFEU, the Europe-
an Commission adopted a set of acts aimed at promoting the creation of a sin-
gle digital market in the health and care sectors. The objective of these initia-
tives is to enhance digital health data to provide targeted and personalised treat-
ments to citizens, making them active participants in the management of their
health, as well as in a more efficient and effective use of the available re-
sources.

About data protection, we can say that privacy issues, consent and access
to personal data are some of the main issues identified in implementing digi-
talisation strategies and using digital technologies in healthcare services:
starting from this premise, it could be interesting to focus on the measures
required to face the health emergency caused by the spread of the virus
known as Covid-19.

In general, we have to take into account that using Al could be a good way
to fight coronavirus spread. > Of course, it seems impossible to renounce me-
chanisms that allow concerned people to be informed about the presence of
people who tested positive or that facilitate the identification of asymptomatic
people who should be subjected to quarantine. > In fact, apps can complement
the other measures — swabs and protective devices (gloves, face masks, etc.) —
capable of containing the spread of the virus and limiting its reproduction ca-
pacity. At the same time, the identification of infected individuals, their isola-
tion and retrospectively reconstructing their interpersonal contacts should be
considered as the basic steps in the operational chain. In other words, these
kinds of tools have valuable potential for tracking the spread of the virus, but
their compatibility with the supreme principles of modern constitutional or-
ders have yet to be verified.

Regarding the impact of the GDPR, we must consider that in its evolution,

33 See C.0. Buckee and others ‘Aggregated mobility data could help fight COVID-19’ in Science
(23 March 2020).

56 See X. He, E.H.Y. Lau, P. Wu and others, ‘Temporal dynamics in viral shedding and transmissi-
bility of COVID-19’ in Nat Med (2020) 26/672-675 in <https://doi.org/10.1038/s41591-020-0869-5>
accessed on 08.10.2020; Ferretti and others ‘Quantifying SARS-CoV-2 transmission suggests epidemic
control with digital contact tracing’ in Science (08 May 2020) 368/6491 <https.//science.sciencemag.org/
content/368/6491/eabb6936.full> accessed on 08.10.2020.
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the multilevel legal order has been including the development of protections in
the case of the processing of health data with the use of digital tools.

The purpose is to make the processing of sensitive data lawful. Among
others, examples are provided by the following rules:

* In Recitals 6 and 7 of the GDPR, it is respectively underlined that ‘[r]apid
technological developments and globalization have brought new challenges
for the protection of personal data’ and the technological developments ‘requi-
re a strong and more coherent data protection framework in the Union, backed
by strong enforcement, given the importance of creating the trust that will al-
low the digital economy to develop across the internal market. Natural persons
should have control of their own personal data. Legal and practical certainty
for natural persons, economic operators and public authorities should be en-
hanced’.

* Art. 35, Par. 1, of the same EU Regulation states that when data process-
sing uses new technologies likely to produce a high risk to the maintenance of
rights and freedoms of individuals, there should be an assessment of the im-
pact of the same processing on the protection of personal data, with the arran-
gements described in detail in the following paragraph 2 of the same Article
and in line with Art. 32 regarding the responsibilities borne by the controller
(or the processor, if delegated by the latter) in order to set up the most suitable
and appropriate technical and organisational measures (in the case of tele-
medicine, for example, the major issue is to ensure the safety of the health in-
formation that is processed). >’

In the case of apps for contact tracing, the debate about data protection is
mainly focused on public health purposes. From this perspective, the legisla-
tive act may represent the lawfulness of the data processing, especially if the
collected data is processed in a basically anonymous and aggregated form, as
well as if its confidentiality and integrity are preserved across the transmission
procedure.

In this way, it’s possible to find an alternative to the consent-centred ap-
proach. Indeed, data anonymising goes beyond the reach of the GDPR (see
Recital 26), given that a legal authorization for data processing is a sufficient ju-
stification for the same processing when carried out for public interest reasons
in the field of public health (Artt. 6, 9, Par. 2, lett. 1), Art. 23, Par. 1, lett. ),
Recitals 41, 46 and 50).

Furthermore, consent, in addition to being technically unnecessary,>® may

57 See G. Fares, ‘Artificial Intelligence in Social and Health Services: A New Challenge for Public
Authorities in Ensuring Constitutional Rights’, in M. Belov (ed.), The IT Revolution and its Impact
on State, Constitutionalism and Public Law (Hart Publishing 2021) Chapter 15.

8 P. Quinn, ‘The anonymization of research data — a pyric victory for privacy that should not be
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sometimes also prove to be counterproductive: suffice it to say that providing
for its acquisition at all costs corresponds to the exercise of the rights under Art.
7 GDPR, among which is the right to the withdrawal of the same consent, with
the risk of deleting the data previously collected and enhanced, which would
have easily deducible detrimental effects at the expense of the planned public
health purposes.

On the contrary, statutory coverage can prevent this type of effect to the
extent that lett. /) of Art. 9, Par. 2, GDPR allows data retention by the mana-
ger, still without prejudice to the appropriate and specific measures to protect
the data subject's rights and freedoms, particularly professional secrecy.

The last challenge is to balance fundamental rights and personal data pro-
tection, on the one hand, and the use of artificial intelligence tools to fight the
spread of Covid-19, on the other hand. Taking into account that the outcome is
necessarily influenced by the three following conditions: 1) the system is effi-
cient as a whole and in its various components; 2) the legal basis of the app
policy is adequate; *° 3) the data driven solution is used in a legally correct way
to counter the spread of the virus, considering that digital technologies can be
used not only for diagnosis and prevention purposes but also for control and
punishment of individual behaviours, such as missed compliance with preven-
tative isolation from others or mandatory quarantine.

In fact, lockdown and social distancing are not the only counter-measures
useful to fight health emergencies like Covid-19. In theory, a vast range of tech-
nological solutions can be implemented, which can also be used with the aim
of monitoring infections. Having in mind the scheme of the three Ts — test,
treatment and tracing — a contact tracing app combined with telehealth could
be a good complementary solution.

In order to get a positive evaluation, a contact tracing app must be in com-
pliance both with the European model outlined by the Consortium PEPP-PT
(Pan-European Privacy-Preserving Proximity Tracing) and the following other
documents: 1) the recommendation of 8 April 2020 of the European Commis-

pushed too hard by the EU data protection framework?’, in European Journal of Health Law (2017)
24, 14.

3 Seeking a legal basis for the data processing carried out by a contact tracing app, firstly we must
consider Art. 52 of the Nice Charter which provides that when restrictions on the exercise of
rights and freedoms are to be adopted, they ‘must be provided for by law and respect the essence
of those rights and freedoms’. In the meantime, according to GDPR and e-Privacy Directive (no.
2002/58), a choice between two models of legal basis is needed: either the consent of the data
subject to be expressed at the time of the installation of the app (Art. 5 of e-Privacy Directive and
Artt. 8 and 9 of GDPR); or to resort to the public interest (according to Art. 15 of e-Privacy Di-
rective and Art. 6, par. 1, let. d) and e) and Art. 9, par. 2, lett. i) of GDPR).

% See G. Fares, ‘Health systems, fight against Covid-19 and digitalization: is global law the main
way?’ (2020) in <www.iusetsalus.it> 2 accessed on 08.10.2020.
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sion which stated the need to adopt a Toolbox of shared measures in compli-
ance with the current legislation; 2) the letter of 14 April 2020 from the Euro-
pean Data Protection Board (EDPB) to the Commission as it was on the verge
of adopting the aforementioned guidelines; 3) the same Guidelines of the Eu-
ropean Commission of 16 April 2020 regarding the use of contact tracing apps
in which the principles of the GDPR (such as proportionality, consent to pro-
cessing and data minimisation) are explicitly mentioned; and 4) the EDPB
Guidelines of 21 April 2020, relating to the use of locationing data and contact
tracing tools in the context of the Covid-19 epidemic. '

In other words, promoting a model of human-centred technology use is
recommended, in which fundamental human rights are always guaranteed and
avoiding any unnecessary and disproportional restriction of the freedoms and
rights on which democracy is based.

Basic requirements of the technology are to be respected. The health emer-
gency must be faced respecting the main principles set up by domestic consti-
tutions, national law and international law, especially regarding the protection
of privacy and personal data. At the same time, it must be clear that technolo-
gy is not neutral, depending on how it’s developed and applied, so Al has to be
‘ethical, transparent, safe and inclusive’ and, moreover, functional to the needs
of the human being.

The range of guarantees provided by the law is crucial as well. A data pro-

%1 The need to trace the contacts of the infected has been affirmed by WHO, Report of the WHO-
China Joint Mission on Coronavirus Disease 2019 (COVID-19), 16-24 February 2020, https://
www.who.int/docs/default-source/coronaviruse/who-china-joint-mission-on-covid-19-final-report.pdyf,
according to which ‘Immediately expand surveillance to detect COVID-19 transmission chains, by
testing all patients with atypical pneumonias, conducting screening in some patients with upper res-
piratory illnesses and/or recent COVID-19 exposure, and adding testing for the COVID-19 virus to
existing surveillance systems (e.g. systems for influenza-like-illness and SARI .

92 As underlined by C. Colapietro, in C. Colapietro, A. Iannuzzi, ‘App di contact tracing e tratta-
mento di dati con algoritmi: la falsa alternativa fra tutela del diritto alla salute e protezione dei dati
personali’ (2020) in <www.dlirittifondamentali.it> 2 accessed on 08.10.2020, in order to contain the
pandemic, the data driven Italian working group for the COVID-19 emergency didn’t disregard the
general principles of law, convinced that ‘digital technologies and personal data could be used in a
democratic way, for the benefit of the health of the community, respecting fundamental freedoms
and rights’. Therefore, the action of the same group was inspired by the following principles: a)
principle of transparency (considered as a fundamental pillar of our democracies even in emergency
situations in which it’s necessary to account even more for the use of financial and technological
resources and for the actions carried out); b) protection of fundamental rights (this is always central
since ‘in democracy, even in emergencies, extraordinary responses are legitimate precisely because
they are provided for by the ordinary legal regime and respecting inviolable guarantees’); c¢) princi-
ple of a responsible innovation, involving public institutions and private entities, together called to
collaborate by sharing data in full respect of fundamental rights and freedoms; and d) principle of
the data driven approach to face the health emergency using, in any case, an ethical approach cen-
tred on the human being, keeping in mind that the issue relating to human and social values must
always be preserved and pursued.
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tection impact assessment is required according to Art. 35 of GDPR, after pri-
or consultation of the Authority for data protection (Art. 36 GDPR) and after
adopting all technical and organisational measures suitable to guarantee an
appropriate level of security compared to the risk taken by the data subjects
and his or her rights and freedoms. Furthermore, it’s important to ensure that
the processing of data transferred outside of European Union boundaries does
not go beyond the scope of application of the GDPR.

In practice, any automated system based on an alert to be sent to those who
have come into contact with infected subjects can be approved if it is in com-
pliance with the three rules set by the European Union about a contact tracing
app: 1) use of Bluetooth technology and not geo-locationing; 2) anonymising;
and 3) voluntary participation of the citizens.

On its side, Art. 5 of GDPR sets out the principles of lawfulness, fairness,
transparency, purpose limitation, accuracy, data minimisation, storage limita-
tion, accountability, integrity and confidentiality, all of which represent funda-
mental points of reference.

Other important rules are to be mentioned: a) the privacy information to be
provided to the users before downloading the application related to the pro-
cessing purposes, the pseudonymisation techniques and data retention; b) data
processing must be carried out in an anonymous way, excluding the geo-loca-
tioning of the users pursuant to Art. 26 of GDPR, in order to prevent the iden-
tification or the re-identification of the data subject; c) confidentiality, integri-
ty, availability and resilience of the processing systems and services; adequate
measures to avoid the risk of re-identification of the data subjects must also be
provided; d) the data retention is allowed for the period of time strictly neces-
sary; thus, at the end of the state of emergency, all processed data must be de-
leted or made definitively anonymous; e) personal data can’t be processed for
further purposes, unless it is used in an aggregate and anonymous form for
health purposes only for public, prophylaxis, statistics or scientific research
pursuant to Art. 5, par. 1, let. a) and 9, par. 2, let. i) and j) of GDPR.

Three further aspects relating to the functioning of the app are to be high-
lighted: a) the contact tracing system must preferably be managed by public
authorities as controller and processor; * b) the user has freedom of choice as

9 About the principle of purpose limitation, D. Riicker, T. Kugler, New European General Data
Protection Regulation. A practitioner’s Guide (C.H. Beck - Hart - Nomos 2018) 53-65.

% Controller means the natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data; where the
purposes and means of such processing are determined by Union or Member State law, the control-
ler or the specific criteria for its nomination may be provided for by Union or Member State law
(art. 4 GDPR). Many other entities (for example, hospital and local health care services) play a role as
a data processor. Processor means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller (art. 4 GDPR). See P. Voigt, A. Von Dem
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to whether he/she will or will not download the app; ® and c) the contact trac-
ing app is useful for the identification of asymptomatic patients.

In closing, the main goal is to find and break the chain of infections. In this
context, Al tools are very useful for virus tracing and for identifying and iso-
lating the main sites of the infection. Therefore, the automated processing of
data through contact tracing is necessary, using simple algorithms. This con-
clusion is in compliance with the GDPR that subordinates the lawfulness of
processing to two alternative requirements: the need for processing or, as an al-
ternative, the consent of the person concerned.

Buscche, The EU General Data Protection Regulation (GDPR). A Practical Guide (Springer Inter-
national Publishing 2017) 80.

% No harmful consequences must be entailed for people who don’t download the app, in any case
having to apply the principle of equal treatment. See C. Colapietro (62) 783, who affirms that digital
contact tracing is allowed for the only purpose of alerting people who have come into close contact
with subjects found Covid-19 infected and so protect their health through the planned prevention
health measures while the download is voluntary.

% This is why the contact tracing is necessary. Regarding the problem of asymptomatic patients, it
has been estimated that 44% of secondary cases were infected during the index cases’ presympto-
matic stage or when the primary cases were asymptomatic. After all, according to WHO guidelines
adopted on 13 March 2020, it’s very important to immediately expand surveillance to detect COVID-
19 transmission chains by testing all patients with atypical pneumonias or with negligible symptoms as
well as patients not having symptoms yet and therefore not yet swabbed nor self-isolated. In fact, the
high incidence of pre-symptomatic transmission can make the isolation practice ineffective in con-
trolling the epidemic; in the same way, the manual contact procedures are not fast enough to coun-
teract the spread of the virus.
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